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Introduction

While hospitals have modernized their IT infrastructures with adoption of electronic health
records systems, physician order entry systems and cloud-based architectures, as just some
examples, over the past 25 years little has changed in how caregivers and clinicians
communicate'. The result of using legacy communications infrastructure is more human
errors, introduced into nearly every hospital process impacting safety and resulting in
preventable sentinel events. The Joint Commission defines a sentinel event as “an unexpected
occurrence involving death or serious physical or psychological injury...signaling the need for
immediate investigation and response.” According to the Joint Commission, more than 60% of
sentinel events resulted from a breakdown in caregiver communications.

Aside from its impact on patient care, a long-term study of hospitals also concluded that poor
communications consistently results in patient delays (2004-2012)2. Another 2013 study of 577
hospital professionals, notes that hospital employees lose an average of 46 minutes or more
each day working with outdated communications technologies such as pagers?. Yet ironically,
nearly 52% of surveyed clinicians surveyed noted that pagers were an important
communications tool for completing commonplace activities such as discharging or admitting a
patient. Ultimately, studies indicate that there is a serious cost to using outdated
communications systems, sometimes unforeseen or undocumented.

With the popularity of mobile phones and prevalence of cost-effective 802.11 LAN infrastructure
installed in nearly all hospitals over the past ten years, many organizations are pursuing Wi-Fi-
based devices and messaging to cost-effectively improve communications and remove
communications bottlenecks. The newest alternative to secure, corporate-sponsored pagers
are Location-Based Messaging or LBM devices, enabling automated text-based messaging to
end users and responses back, as well as the added benefit of location or ‘context’.

Location-Based Messaging is lending context-awareness to everyday hospital workflows so that
only relevant messages arrive, saving time and eliminating alarm fatigue, at a much lower cost

than use of mobile phones alone. Real-time location providers are not only reducing the cost of
tags so that every level of employee can carry a small, flat, ID-like communications badge, they

! Brooks, Andrew A. (August 2012) Healthcare TextingHiPAAcompliant EnvironmentAmerican Association of
Orthopedic Surgeons Nowuvailable ahttp://www.aaos.org/news/aaosnow/augl2/managing5.asp
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are also providing customizable messaging software that operates over Wi-Fi, which avoids
costly subscription plans required by mobile paging carriers.

This whitepaper provides an overview of LBM use cases and LBM’s implications on hospital
communications.

Communications Barriers in Hospitals

According to a 2013 Amcom survey, only 44.4% of healthcare facilities have a documented
communications technology strategy in place and 35% of hospital respondents said their
organization had no plans to implement a strategy4. Can hospitals continue to put
communications upgrades on hold despite the consequences for staff workflows? Some
hospitals continue to upgrade some portions of their communications infrastructure, as needed,
upon requests or via pilot programs, not yet widely adopted due to costs.

Dr. Sunny Shah of Langone Medical Center notes in a 2012 National Public Radio interview, that
90% of hospitals still use pagers but that this is slowly changing’. Unfortunately in the case of
Langone Medical Center which invested nearly $20,000 in a 16-phone pilot program, giving all
employees corporate-sponsored mobile devices is expensive and unlikely. While the
convenience of mobile phone use is clear, it would require a 1000-employee facility to
reimburse an average monthly bill of $65-$85 and the upfront handset costs and subscription
would total $1,020,000 in just one year. Mobile phones also require cabled Distributed Antenna
System (DAS) infrastructure in larger buildings, to ensure that phones have sufficient
radiofrequency coverage and capacity, while reliably enabling safety messaging.

Another challenge to widespread corporate-sponsored mobile phone adoption in hospitals is
HIPAA patient privacy compliance requirements for mobile device usage. Security issues
whether real or perceived, still hinder mobile phone adoption in hospitals. Phones that simplify
file sharing with unsecure text messaging, mean that hospital employees can accidentally send
an SMS message containing protected health data to third parties, at any time. One study
estimated that 38% consumers who text have texted an unintended recipienté, so the likelihood

#2013 Amcom Whitepapety ¢ KS w2f S 2F azoAfAde {GNFGSaIASE Ay 1 SHEGKC
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Paper+Report
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of human error is significant. Due to questionable security of mobile phones, the Joint
Commission has banned SMS messages containing protected health data, imposing a fine of
$50,000 and up to $1.5 million dollars on repeat offenders.

An alternative to corporate-sponsored mobile phones has been the emergence of the Bring
Your Own Device (BYOD] trend which allows employees to use their personal mobile phone
brought from home, for use at work. While positive for many end users, BYOD has not arrived
without controversy. A portion of alarm fatigue and hospital noise is blamed on BYOD policies
and personal device use is still a management concern. Lastly, personal mobile devices go
largely unmanaged by busy hospital IT departments that have little time to monitor abuse of
BYOD policies. All of this means that hospitals are adopting mobile technology with caution, on
a limited basis.

The newest breed of low-cost messaging can provide an alternative to mobile phones and
pagers, as well as a compliment to them. Location-Based Messaging can leverage existing Wi-
Fi networks to reliably, securely and cost-effectively bring context-awareness to day-to-day
communications. For example, by automatically sending a text alert to a particular caregiver
about his or her patient entering the OR, there is no need to use an intercom or ask other staff
to monitor the patient, thereby reducing alarm fatigue and response times. The messages LBM
solutions provide are very relevant and specific ---this is the essence of context-awareness.
Rather than making a caregiver remember to follow-up, alerts are proactively sent when the
need arises. Ultimately, LBM holds the promise of providing the right message at the right time,
to the right person, requiring little if any work on the part of busy caregivers.

An LBM solution can also offer two-way messaging, which avoids lengthy voice calls. Caregivers
may read their text messages and respond using pre-programmed commands i.e. 'Yes' ‘No’ by
pressing one of two or three badge buttons to confirm, cancel, accept a work order or other
request. Little time is required to manage messages, and messages are kept to a minimum
since they are only sent when relevant to those who should care and must take action. Best of
all LBM solutions track actions taken, time-stamped using back-end LBM reporting software so
that additional paperwork is not required on the part of caregivers.

Location-Based Messaging also offers IT organizations peace of mind, cost-effectively
leveraging their existing WLAN infrastructure investments with few if any modifications.
Messages are secure and follow rules instituted by administrators themselves. Unlike text
messages, end users cannot share messages with unauthorized third parties.
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In addition to lending context to messaging, at less than $200 per badge, LBM is affordable for
most hospitals while offering security without a subscription package from a cellular operator.
As compared to a $400-500 corporate-sponsored mobile phone, the risks of losing badges or

limiting data usage to key staff are removed so that everyone can communicate with everyone.

Just as staff benefit from instant access to others when they need help, patients can also let
their location be known with a button press or entry/exit into a zone that is labelled "high risk’,
in the case of dementia patients. Ideally, LBM devices can even offer patients an instant line of
communications to caregivers and a help button on-the-go. Location-Based Messaging devices
can queue patients for treatments, providing helpful prompts that instruct them and the
solution is valuable for families as they wait for relatives to complete treatment.

By marrying the benefits of text messaging with context-awareness, time is saved and hospital
workflows are significantly streamlined. Location-Based Messaging represents an automation
of routine events and a communication of those events that requires little effort on the part of
busy employees.

The most compelling use cases for location-based messaging include:

9 Staff Safety Alerting
Patient Help Button Alerting

=

9 Patient Communications

Staff Safety Alerting

Location-Based Messaging badges are worn by staff on lanyards or belt clips, much like ID
badges. If threatened, caregivers pull down on their badge or press a button and the closest
staff or security team member instantly receives an alert which provides their room-level
location as a text message for other badge-holders to see. A response can be instantaneous
since there are no directory look ups, intercom announcements or phone calls. In addition, help
receipt acknowledgement, request cancellation and receipt confirmation occur with the press of
a button. Context-awareness also allows those who are most likely to help to arrive on time;
staff in proximity to an emergency can get there faster, saving minutes and potentially saving
lives.

Context offered through location awareness also provides a filter to message routing rules.
Alarm fatigue is minimized with LBM because only messages with high relevancy or those
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requiring immediate attention, are forwarded. Messaging badges also enable mass notification
texts to be sent to just some or all badge-holders.

Patient Help Button Alerting

Patient safety or nurse call alerting can be automated with LBM solutions. For example if a
patient is about to approach a stairwell, his or her location and a text alert is automatically sent
to her assigned caregiver or the caregiver who is closest at that time, in order to prevent a fall
before it occurs.

Context-awareness can protect patients. Location-based messaging badges and software
essentially act as the ‘eyes and ears’ of busy caregivers, complimenting other hospital policies
while saving time and reducing the likelihood of human errors that impact patient safety. Some
LBM badges are built with motion sensors so that inactivity triggers an alarm. Some LBM
software even pre-schedule nurse rounding reminders, based on the last known time a nurse
was detected in a patient’s room.

Patients who require immediate assistance sporadically while ambulatory may not require 24/7
supervision, however a locating help button is effective in preventing injuries. Patients simply
carry their LBM badge and if they need assistance, they press a button, sending a message and
their location to their caregiver i.e. “Patient 22, code pink, Rm34” or to the closest caregiver, i.e.
“Patient 22, help code blue, Rm 21". Caregivers can arrive on the scene or communicate back to
patients via button presses. Best of all, LBM avoids paging caregivers on breaks while a help
button is pressed, and thus minimizes alarm fatigue and improves communications efficacy in
the process.

The possibilities of automating safety alerting are endless when context is provided through
location detection and awareness.

Patient Communications and Satisfaction

Patients in ambulatory clinics are given LBM badges when they check-in for their appointments.
Real-Time Location software tracks badge-holder wait times by detecting a patient’s presence
and time-stamps patient presence in a zone, such as a waiting room or exam room. Caregivers
or clerks are then alerted, if a patient’s benchmarked wait time is exceeded. By helping
patients who have waited ‘too long’, patient satisfaction improves.
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